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THE PROBLEMS OF INFORMATIONAL TERRORISM
IN AFRICAN COUNTRIES
Vozniuk E.V.

The features of informational terrorism in African countries, especially in
SADC countries, are analyzed as well as the ways to combat information terrorism in
this region. The major issues related to information terrorism are highlighted, which
include data exfiltration, social engineering, insider threats, database breaches as well
as poor identity and access management. The essence of Computer Security (Cyber
Security) is revealed and its main tasks are characterized: accessibility, integrity,
including authenticity and confidentiality. The main threats for cyberspace are
distinguished.
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MMPOBJIEMA UH®OPMALMUOHHOI'O TEPPOPU3MA
B AOPUKAHCKHUX CTPAHAX
BosHiok E.B.

B crartbe mpoaHanu3upoBaHbl 0COOEHHOCTH MH()OPMALIMOHHOTO TEPPOpPU3Ma B
adpukaHckux cTpaHax, ocooeHHo B ctpaHax CAJIK, a Taxxke ucclieoBaHbl MyTH
00ppOBI ¢ WH(DOPMAIMOHHBIM TEPPOPU3MOM B pervuoHe. BrvigerneHsl OCHOBHBIC
BOIIPOCHI, CBSI3AHHBIE C  HMHQOPMALMOHHBIM  TEPPOPU3MOM,  BKIIIOYAIOIIUE
SKCQUIBTPALMIO JAHHBIX, COLUAIBHYIO WHXEHEPHUIO, WHCAWJIEPCKYIO0 Yyrpo3y,
HapylIieHue 0a3bl JaHHBIX, a TAKXKE IJIOXYI0 UACHTUYHOCTh U YIIPABJICHUSI IOCTYIIOM.
PackpbiTa CyTh TOHSTHS KOMIBIOTEpHOW Oe3omacHocTH (KuOepOe30nacHOCTh) U
0XapaKkTEpPU30BAHbl OCHOBHBIE €€ 3a/Jayu: JIOCTYIHOCTb, LIEJIOCTHOCTb, BKJIIOYAs
AyTEeHTUYHOCTh U KOH(PHUIEHIUANIbHOCTh. OmpeleraeHbl OCHOBHBIE YIpo3bl st
KHOEpIpOCTPAHCTBA.
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Nowadays informational terrorism is a general threat not only to a specific
region, but also to the whole world. Many highly developed states counteract this
threat to national security in different ways, but everyone has one goal to unite and
reduce the impact of cyber terrorism and the number of cyber attacks. Speaking of the
various geopolitical regions of the world, and also the impact of all kinds of
terrorism, namely informational, we cannot ignore them in rapidly developing
African countries which reach a rather new level of economic development and
political influence, therefore, the primary task for them is to secure from negative
informational influences and from hacker penetration into the database of enterprises
and state structures.

The aim of the work is to analyse the features of informational terrorism in
African countries, especially in SADC countries and to explore ways to combat
information terrorism in this region.

The term “information policy” has been used to refer to policy initiatives that
promote the use of tools and concepts associated with the “global information
society”, with a view to realizing their potential in achieving national, social and
economic development goals [2, p. 2-4].

Three hierarchical levels for information policy used in African countries:

Infrastructural Policies. Apply across society and affect the information sector
both directly and indirectly. Infrastructural Policies would deal with the development
of national (or more recently also regional) infrastructures required to support an
information society. The absence of infrastructural policies and implementation
strategies would make it virtually impossible to deliver on any other vertical or
horizontal ICT-related policies’. Policy development in Southern Africa’ reflects this
reality in that generally telecommunications policies are the first to be revised,
followed by a focus on separate policies in areas such as education, e-Commerce,
freedom of information, universal service, etc.

Vertical Information Policies. Apply to a specific part of the information sector
for a particular application. Vertical Information Policies would include sectoral

policies such as education, tourism, manufacturing, health, etc.
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Horizontal Information Policies. Apply across society and affect the
information sector both directly and indirectly. Horizontal Information Policies refers
to those policies that impact on broad aspects of society, e.g. policies relating to
freedom of information, tariffs and pricing, and the use of ICTs by government
internally and in its relationships with citizens, business, labour, academia, etc. The
need for integrating national ICT strategies’ overlaps with four well-established
policy fields: technology, industry, telecommunications and media [9, c. 113-114].

Information terrorism — is the use of information technologies, mass media,
dissemination of information for the purpose of targeted influence on the selected
object, its discredit [1, c. 128]. There is another widespread name of it — Cyber
terrorism — the use of computer and telecommunication technologies (especially the
Internet) for terrorist purposes. Legislation of Ukraine defines: “Cyber terrorism is a
terrorist activity carried out in cyberspace or with its use”. This is a killing attack
aimed at intimidating in order to achieve political results or harming computer
networks, especially personal computers connected to the Internet, using such means
as computer viruses.

Cyber attack in its turn is an attempt to damage or disrupt a computer system,
or obtain information stored on a computer system, by means of hacking [4].

That’s why we have to mention Computer Security (Cyber Security), which is
the set of tools, strategies, principles and guarantees of security, approaches to risk
management; actions, training, insurance and technologies used to protect the cyber-
environment, resources of organizations and users. The main tasks of security are:
accessibility, integrity, including authenticity and confidentiality. Cybercrime is a
prerequisite for the development of an information society [3].

According to Gady (2010) statistics presented at a Cybercrime conference in
Cote D’Ivoire have shown that Africa has the fastest growing cases of informational
terrorism more than any other continent. This is a worrying trend considering that it is
also the fastest growing continent in terms of computer and mobile technology all of

which are vulnerable to informational terrorism. This discussion shall tackle the
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various aspects of informational terrorism in Southern African Development
Community (SADC) and how it affects regional development [5].

Grobler and van Vuuren, (2012) have argued that cyberspace [Information
terrorism] comprises complex and dynamic technological innovations to which no
current legal system is well suited [6, p. 64]. Zimbabwe has come up with a full
Ministry designed to fight information terrorism called the Ministry of Cyber
Security Threat Detection and Mitigation designed to curb crimes related to cyber
wars especially malicious activities circulated via social media platforms.

Although Lee acknowledges that African Governments have not shown their
statements of intent in fighting cybercrimes, the SADC region has suffered patches of
attacks ranging from government internet sites shut down to circulation of malicious
social media content meant to cause damage or hamper government operations [8].

The growing access to internet connectivity in southern Africa is a factor which
makes the threat of informational terrorism real as opposed to perceived. Kigen et.al.
(2015) as cited in Oladipo, (2015) have indicated that “businesses are losing about
$146 m (£96 m) every year to cyber-crime” and to have such huge losses is far much
more than losses incurred from other conventional crimes [7]. In South Africa alone
has witnessed more than 6000 cyber attacks in the month of October 2017 alone
according to the Sunday Times newspaper which is an indication that something
needs to be done to curb this worrisome trend.

The sad part of the story is that most African businesses large and small are too
ill equipped to withstand the threat of cyber warfare especially if their account has
been hacked. In southern Africa, South Africa is one of the biggest cyber hotspots
due to its large population and advances in economic and technological development
as well as the increasing capacity to host large data volumes.

Major Information terrorism issues in Southern Africa. The major issues
related to information terrorism include data exfiltration, social engineering, insider
threats, database breaches as well as poor identity and access management [7].

In Kenya alone according to Kapersky Lab experts, about 20% of computers

being used in Kenya are vulnerable to malware which is a serious threat to doing
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business in that country. This is due to the fact that many people are not computer
literate and if they are they are at least to the level of being a user and not a
programmer so most of the hacking and information terrorism will happen without
their knowledge.

This is even applicable to many other SADC countries that happen to have
fewer computer programmers than computer literate people. In another instance, the
growing number of mobile users without the knowledge of how cellphone hacking
takes place adds to the information terrorism problem.

According to Check Point Software technologies, 2015 statistical reports of
cybercrimes, Tanzania — another SADC country was the highest attacked country in
October of 2015 with Malawi (4), Namibia (5) and Mauritius (7) and South Africa
(67) in their rankings of the most attacked countries in terms of information terrorism
[7].

Now Data exfiltration refers to an action by criminals and trusted employees
with access to large volumes of data to siphon that data out of the company without
the knowledge of the management. This is done maliciously to use it against
employees of the company or to gain access to sensitive information including
passwords and account numbers so as to steal money under the guise of internet
anonymity.

Social engineering is the use of social media to attack the reputation of a
certain individual or company. For instance, companies with social media pages face
the vulnerability of having their pages either hacked or people send information that
IS not appropriate for the clients. For instance, pornographic materials being posted
on an social media account. This has also a potential to drive away customers.

A database breach occurs when the company cannot readily access information
from their database due to it being breached. Normally hackers breach and change
passwords as they access volumes of data. An instance is when the American FBI
was hacked into and the video of the killing by gunfire from a helicopter by

American troops was illegally released. Such breaches will often have grave



ISSN 2308-8079. Studia Humanitatis. 2017. No 4. www.st-hum.ru
consequences as they expose sensitive information and secrets that are key to
company.

Poor identity and access management can also lead to information terrorism as
information that is not supposed to be in the terrorists hands ends up in their hands
which will affect the company operations. An example is the sharing of access
passwords with friends which will lead to information terrorism. This problem might
be very difficult to do away with because it hangs parasitically on the technological
developmental progress sweeping across Africa especially with the advent of fiber
optic network.

The potential of new technologies, particularly information and communication
technologies (ICTs), to support economic development is widely recognized. For
example, there is an estimated 1.38% increase in gross domestic product (GDP) for
every 10% increase in broadband penetration in low- and middle-income countries
[6, p. 65-66]. If the information terrorism succeeds to penetrate in a country, it will
likely affect the progress by reducing the potential for development.

While the potential use of ICTs for development, governance, and peace has
posed questions about how to govern the Internet, issues related to security — and to
Cyber Security in particular — have made these questions more urgent. As the barriers
to entry in the cyber domain are low, cyberspace includes many and varied actors —
from criminal hackers to terrorist networks to governments engaged in cyber
espionage. Cybercrime and cyber attacks can undermine the safety of Internet users,
disrupt economic and commercial activity, and threaten military effectiveness.
Moreover, conflict that takes place in the cyber domain often mirrors conflict in the
physical world.

The growing interest and contention around the so-called “duty to hack™ also
raises question related to international humanitarian law and security. International
humanitarian law requires states to use the least harmful military means available for
achieving their strategic objectives, which in the case of this theory could mean using

cyber operations as the predominant least-harmful response. Such cyber operations
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could help avoid physical attacks that risk causing greater damage and casualties.
This theory thus assigns states the “duty” to invest in offensive hacking capacities.

At the conclusion of the 37th SADC summit in Pretoria which ran between 9
and 20 August 2017, the SADC secretariat was ordered to set up a department which
deals with drug abuse as well as information terrorism otherwise better known as
Cyber-crimes [8].

In 2014 a cartel of cyber criminals were discovered by mistake when a fire
broke out in one of the compound where the cartels were staying. Now the fact that
they were accidentally discovered speaks of many others who operate in Kenya and
many other SADC countries away from the authorities and as a result the problem of
information terrorism is only starting and might take ages before it finally comes to
be eradicated if it shall ever be eradicated.

This means that the future of information terrorism shall see it rising beyond
manageable levels by 2020 as technology to hack will be available even to ordinary
citizens.

The other factor which might be the cause of the rise in information terrorism
in SADC is because say for instance in Kenya alone, ITC contributed to 12.1% of the
GDP in that country so that could be a target for hostile governments to attack this
sector or malicious individuals with the intention of making money out of it [7]. The
introduction of fibre optic has been the reason why information terrorism is on the
rise in Africa. Countries which must boost their infrastructure include countries with
more advanced economies like South Africa, Kenya and Tanzania within the SADC
region.

Information terrorism is a rising global threat and even sophisticated
economies like United States of America have shown that they can be vulnerable as
was seen in the alleged hacking of the DNC servers as well as the elections by
suspected Russian hackers. Africa is no exception and SADC in particular must be
very vigilant in fighting this new world war whose perpetrators are unknown and

often hide behind the veil of anonymity.
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The following are some of the strategies that must be employed to curb
information terrorism:

— Countries should be in a position to enact legislation that makes it a crime to
engage in information terrorism acts. For instance, Zimbabwe is currently running a
bill which is code named The Cyber Crime and Cyber Security Bill which will be
tabled soon in parliament for deliberations which has specific provisions that makes it
a crime to have hack or maliciously use or spread information without the consent of
the owner of the data.

— Countries must further promote international standards, including the
protection of intellectual property and commercial trade secrets from theft by putting
mechanisms in place that ensure that the threat is detected, dissipated as well blocked
from recurring again.

— The next item which is that of enhancing security, reliability and resiliency
through the promotion of cyberspace cooperation. This entails working with other
friendly countries so as to share information on the new threats and share intelligence
on the various cyber threats that might arise.

SADC countries should be prepared for 21st century security challenges by
recognizing and adapting to the military’s increasing need for reliable and secure
networks as well as by building and enhancing existing military alliances. This is a
key mitigating factor in confronting potential threats in cyberspace and fighting
information terrorism in the region.

So, Information terrorism — is the use of information technologies, mass media,
dissemination of information for the purpose of targeted influence on the selected
object, its discredit. According to statistics, Africa has the fastest growing cases of
informational terrorism more than any other continent. This is a worrying trend
considering that it is also the fastest growing continent in terms of computer and
mobile technology all of which are vulnerable to informational terrorism.

South Africa is one of the biggest cyber hotspots due to its large population and
advances in economic and technological development as well as the increasing

capacity to host large data volumes.
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The features of information terrorism in African countries, that cause many
problems: many people are not computer literate and if they are they are at least to
the level of being a user and not a programmer; the growing number of mobile users
without the knowledge of how cell phone hacking takes place; the use of social media
to attack the reputation of a certain individual or company; a database breach; poor
identity and access management; the growing interest and contention around the so-
called “duty to hack”; the introduction of fibre optic; the barriers to entry in the cyber
domain are low, cyberspace includes many and varied actors; information terrorism
comprises complex and dynamic technological innovations to which no current legal
system is well suited; the mass growing access to internet connectivity in southern
Africa; the most African businesses large and small are too ill equipped to withstand
the threat of cyber warfare

The ways to combat information terrorism in the African countries:

— They’ve already started to found governmental institutions like the Ministry
of Cyber Security Threat Detection and Mitigation; to implement new technologies,
particularly information and communication technologies (ICTs); to set up a
department which deals with drug abuse as well as information terrorism.

— Countries should be in a position to enact legislation that makes it a crime to
engage in information terrorism acts, to have their law enforcement collaboration
expanded and the rule of law through the participation in international cybercrime
policy development and conferences so as to understand the nature and extent of the
threats so as to dissipate it; countries must further promote international standards,
including the protection of intellectual property and commercial trade secrets from
theft; enhancing security, reliability and resiliency through the promotion of
cyberspace cooperation.

Information terrorism is a rising global threat and Africa is no exception, as
African Governments have not shown their sure statements of complete intent in
fighting cybercrimes for now. SADC in particular must be very vigilant in fighting
this new world war whose perpetrators are unknown and often hide behind the veil of

anonymity.
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